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LightPath FedRAMP Position
This page answers whether LightPath requires a separate FedRAMP authorization.

1. The short answer
LightPath is a SharePoint-native intranet platform, deployed as an SPFx solution into the customer’s own
Microsoft 365 Government (GCC High) tenant. That tenant carries Microsoft’s FedRAMP High
authorization. The supporting services Privion operates run in Azure Government under Azure
Government’s FedRAMP High authorization. Privion stores no agency content.

2. What this means for your agency
LightPath should be assessed as a component of the agency’s existing SharePoint Online system
boundary through the agency’s own security impact analysis, not through a separate FedRAMP
authorization. Scope determination belongs to the acquiring agency; Privion provides the analysis, and
the agency makes the determination.

3. Supporting facts
Content, permissions, and user data remain in the agency tenant. Privion operates no content
repository, user directory, or customer database.
AI processing stays in Azure Government and is covered through IL5.
Privion stores no agency content. Supporting functions do not maintain federal information on the
agency’s behalf.
Privion holds Microsoft GCC High Category 2 and Category 3 ISV validation.

4. Where each part runs

Component Where it runs Authorization basis

Intranet software Agency GCC High tenant Microsoft FedRAMP High

Supporting services Azure Government Azure Government FedRAMP High

AI processing Azure Government Azure Government FedRAMP High
through IL5

License entitlement Commercial internet Tenant identifier only

If your policy does not permit this egress, that alone is grounds to reject this position, independent of the
rest of the analysis.

5. Available for your security review
On request to agency security personnel: 01 Scope Determination; 02 Customer Responsibility Matrix;
03 Data Flow Analysis; 04 Non-Persistence Evidence Package.
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